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Course Goals

• Highlight modern network and system security 
complexity

• Importance of conducting security tests

• Penetration testing systematic methodology 
applicable both to amateurs & professionals

• Tools arsenal – Open/Close/Free/Commercial

• Motivation to adopt security procedures and 
response teams to your working environments
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Overview

• Introduction

• Definition

• Purpose

• Methodology

• Live Demo

• Conclusions
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Introduction 
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Information & Communication Technology

Security



Introduction 

• Modern enterprise infrastructures adopt:
– Multilayer network architectures

– Scalable web services

– Custom applications

– Heterogeneous  server platform environments

• Complex architectures result in large security 
demands
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Introduction 
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Introduction 

• Attackers have formed teams and formulated 
their hacking procedures
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Introduction 

• Most companies & institutes adopt just an  
up-to-date security policy

• Take into faith that vendor’s fixes will keep 
their systems safe

• This approach is not adequate for a truly 
proactive security planning
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Introduction 

• What about mis-configured settings or 
network infrastructure design flaws?

• Do ICT Security administrators really know 
whether and where they are vulnerable?

• Are managers and administrators willing to 
pay the cost?
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Penetration Testing

==

Ethical Hacking
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Aiming to Higher Security Levels



What is Penetration Testing?

• Systematic probing of a system to find 
vulnerabilities that an attacker could exploit
– System: computer/server, application, network 

device, smart card, rfid etc. 

• Emphasis on how deep one can get into a 
system

• Must not be confused with audits
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Pen-testing Classes

• What kind of attack does the organization 
want to simulate?

Black-Box: No (or little) knowledge about 
the systems -> external attacker

White-Box: Complete knowledge about the 
systems -> internal attack
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Why pen-testing?

• Find vulnerabilities and fix them

• Test systems before going on-line

• Locate employees’ naïve or intentional changes

• Train & test organization’s ICT response and 
incident handling teams 

• Marketing
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Methodology
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PLANNING DISCOVERY EXPLOIT

REPORTING



Planning

• Define the scope

• Sign management approvals, documents and 
agreements (like NDA)

• Define a strategy taking into account all the 
limitations:
– Time

– Legal restrictions

– Down-time
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Discovery

• “Knowing is half the battle”

• Information gathering phase – As much as 
possible

• Further categorized to:
Footprinting – Non-intrusive

Scan & Enumeration – Intrusive

Vulnerability Analysis – Both
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Discovery -> Footprinting

• Searching the internet and querying public 
repositories.
– Whois databases

– Domain registrars

– Mailing lists

– Public documents

– Social Networking

– Text dump sites

– …
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Discovery -> Footprinting -> Tools
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Maltego: Information Reconnaissance Toolkit



Discovery -> Footprinting -> Tools

File metadata enumeration

Metagoofil python script FOCA Windows Tool
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Discovery -> Footprinting -> Tools

Text dump sites (pastebin, pastie etc)

Pastenum ruby script
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Discovery -> Scanning & Enumeration

• Active probing the target systems
– Open/filtered ports

– Running services

– Mapping router/firewall rules

– Identify OS details

– Enumerate network devices

– Mapping internal network architecture

– …
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Discovery -> Scanning & Enumeration -> Tools

NMAP : Open source network mapper
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Discovery -> Scanning & Enumeration -> Tools

SNMP Enumeration
./snmpenum.pl 192.168.146.13 public cisco
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Discovery -> Vulnerability Analysis

• Find possible vulnerabilities existing in target 
systems
– Search in security databases: mailing lists, blogs, 

advisories etc.

– Application scanners: buffer overflows, SQL 
injections, XSS, cookie manipulation etc.

– Fuzzing (may discover unidentified vulnerabilities)

– Web application assessment proxy

– …

Network Penetration Testing :: Athena Summer School 2011



Discovery -> Vulnerability Analysis -> Tools

Nessus: Vulnerability Scanner
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Discovery -> Vulnerability Analysis -> Tools

Nikto: Web Server Vulnerability Assessment
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Exploiting

• “Let the party begin”

• Use gathered information to attack target 
systems

• Case dependant: Targeting the actual system 
or launch attacks into a simulated lab

• Prior exploits testing and take all necessary 
precautions
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Exploiting

• Successful exploit might not lead to root access

• Pivoting through targeted systems
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DISCOVERY

Gaining 
Access

Privilege 
Escalation

System 
Browsing

Install Add.
Software



Exploiting -> Tools

Metasploit: Exploitation Framework
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Exploiting -> Tools

Core Impact: Full Pen-Testing Platform
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Reporting

• “Paperwork headache”

• Most important phase – They pay you for 
these final documents

• Keep in mind both Management & Technical 
aspects

• Clear and precise documentations are 
important for a successful penetration test
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Demo

Enough with the theory.

Live Demo Time!
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Conclusions

• Modern ICT infrastructures have large and 
more difficult than ever security demands

• Penetration Tests are a vital component of a 
comprehensive security policy

• Rapid changes in ICT security -> Regularity

• Learn to be proactive in order to prevent 
catastrophic hacking attacks & data leakage
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Conclusions
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And always remember…
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Thank You!

Questions
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